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A brief Introduction

This guide is designed to help administrators effectively manage and configure Ultima Series time clocks using the Timetrack appli-
cation. Whether you're enrolling users, setting up biometric credentials, configuring communication settings, or managing atten-
dance rules, this document walks you through every step with clear visuals and instructions.

The Timetrack interface is consistent across all Ultima Series models, so the steps in this guide apply universally.

Each section of this guide begins with a brief description to provide context for the feature or process being demonstrated. You'll then
find step-by-step screenshots to guide you through the actual operations on the device. From biometric enroliment (fingerprint,
palm, face) and badge setup to advanced configuration like bell schedules and access control, this guide ensures that you're
equipped with the knowledge needed to maintain and customize your time clocks.
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System Access Note
By default, newly shipped Ultima clocks have unrestricted Admin Ul access enabled. Administrators must perform initial device

configurations during this open access phase and are strongly advised to secure the Admin interface by setting a password
immediately after setup to prevent unauthorized configuration changes.
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User Manager - Search a User

This section explains how to search for an existing user in the Timetrack system. The search bar dynamically updates as you type a

user's name or ID, making it quick and easy to find the right profile.

1 gME] System Admin Menu 2 \ User Manager

E0EHNDEH ==

User Manager Tracking Code Device Setup General Settings Device Info

21669 aadil
iy 43705 Afeerah Malik
@ \ ‘ ) , 21257 Allison Hunter
21255 Anders Wahlstrom
Pr C Setup Data Manager Maintenance 21296 Andrea Hillis
21263 Annika Nilsson
21249 Arjit Mitra
Select the User Manager icon Select the Search field
- &)
3 HOME ADMIN
ID Name Privilege
21669 aadil Emplovee Userin -
4
1 2 3 4 9 6 7 8 9 0
@ # $ % & - + ( )
\ o " ' : | 2 Q
ABC - se /

Start to enter user's Name or user ID

It is a dynamic string search field, which will show you results
as you type
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m Anish Majoo
Privilege

Employee UserID 21220
Employee Privilege Employee
Employee Badge 6463818
Employee Alt Badge

Employee Password =

Fingerprint 1

Employee
=3
Employee




User Manager - Fingerprint Enroliment

Here you'll learn how to enroll a fingerprint for a user. The process involves three successful scans of the same finger to ensure accu-
racy. It's important to place the finger firmly and follow on-screen instructions for best results.

1 - System Admin Menu 2 () User Manager

@ M Q.
ID Name Privilege

User Manager Tracking Code Device Setup General Settings Device Info

21669 aadil Employee \' UserID 21220
= 43705 Afeerah Malik Employee } Privilege Employee
‘ ' ' , 21257 Allison Hunter Employee Badge 6463818
- 21255 Anders Wahlstrom Employee ‘ Alt Badge
Prefi C icatit f Setup Data Manager Maintenance 21296 Andrea Hillis Employee Password

Fingerprint 1

21263 Annika Nilsson Employee T
21249 Arjit Mitra Employee Y

Select the User Manager icon Select a Name
Select the Edit button

3 o Edit User i Fingerprint Enrollment

User ID 21669

: Place your finger on the center of the sensor
Name aadil

Privilege CEMIUMGT
Badge 1 SETU
Alt Badge

Password  Password

3_2

Fingerprint
Palm - |
verify Mode [EEET
CANCEL CANCEL @
Select Enroll After reading the instruction

Select Continue
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User Manager - Fingerprint Enroliment

Fingerprint Enroliment Fingerprint Enroliment (@)

ADMIN

Select your Finger You need to press your finger 2 time(s)

Quality 55%

CANCEL CANCEL

Select any available fingerprint to be scanned Scanning process takes 3 steps

For instance:
Select number 7 (index finger)
Place your index finger on to scanner bed firmly

7 ‘ Fingerprint Enroliment Fingerprint Enrollment

You need to press your finger 2 time(s)

Quality 55% Quality 73%

CANCEL CANCEL Please save the enrolled fingerprint ‘ SAVE A ""’vuf;?j

Repeat the process. If successful
Repeat the process Select Save and Exit

If scanning quality is inadequate it will fail. So you need to start
to scanning process again.
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User Manager - Fingerprint Enroliment

Edit User (&) - User Manager

User D 21296
Name  Andrea Hillis m “
Privege priee
Badge 1 21659 Bittu Kumar Employee User ID
Alt Badge 21670 QuickTest Ab Employee Privilege
Password Password 21657 ujwal m Employee Badge
Fingerprint 1 Alt Badge
DELETE FACE
On the fingerprint field shows number of fingerprint has After adding the fingerprint, the pop up will display as
been recorded “Employee information saved successfully”

Select Save button
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User Manager - Deleting Fingerprint

Need to remove a user's fingerprint data? This section shows how to delete enrolled fingerprints and confirms the deletion with
on-screen prompts for added security.

1 %ME] System Admin Menu 2 . User Manager

D Name Privilege
User Manager Tracking Code Device Setup General Settings Device Info 21669 adil Employee UserlD 21220
= 43705 Afeerah Malik Employee Privilege Employee
@ ‘ t ’ , 21257 Allison Hunter Employee Badge 6463818
21255 Anders Wahlstrém Employee Alt Badge
Preferences C icati ! Setup Data Manager Maintenance 21206 Andrea Hillis Employee Password | +

1.

Fingerprint 1
21263 Annika Nilsson Employee
e
21249 Avrjit Mitra Employee
Select a Name
Select the Edit button

3 - Edit User (2) 4

UserlD 21296

Name  Andrea Hillis

Privilege [yl

Badge 1

Are you sure to Delete the Fingerprint?
Alt Badge

Password  Password

Fingerprint 2 ‘ ENROLLFACE

Palm -

CANCEL

DELETE FACE

Select Delete button Select YES to confirm or NO to cancel
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User Manager - Deleting Fingerprint

User ID
Name
Privilege
Badge

Alt Badge
Password
Fingerprint
Palm

Verifv Mode

CANCEL

21659
Bittu Kumar

¥ Employee

Edit User

EnpAL
Deleted

DELETE FACE

After delete the fingerprint, the pop up will display
as "Deleted”

21659

21670

21657

Name
Bittu Kumar
QuickTest Ab

ujwal m

User Manager

Privilege

Employee
Employee

Employee

User ID
Privilege
Badge

Alt Badge

Employee information saved successfully! Password

Fingerprint

After deleting the fingerprint, the pop up will display as
"Employee information saved successfully”
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Edit User

UseriD 21296
Name Andrea Hillis
Badge 1
Alt Badge
Password
Fingerprint 1

Palm

Verifu Mode

CANCEL

Select Save button

&)

ADMIN




User Manager - Palm ID Enroliment

This section covers the enrollment of a user's palm using the built-in camera. Palm recognition offers a touchless alternative to
fingerprint scanning and is especially useful in environments where hygiene is a concern.

1 () System Admin Menu 2 = User Manager

FOBE DR QERE ...
ID Name Privilege

User Manager Tracking Code Device Setup General Settings Device Info

21669 aadil Employee UserID 21577
By, 21221 Abby Brennan Employee Privilege  Employee
@ ‘ ' ) ’ S Badge 763982
21257 Allison Hunter Employee Alt Badge
C Setup Data Manager Maintenance 21201 Amit Patel Emp\oyee Password
21255 Anders Wahlstrém Employee Fingerprint 1

21296 Andrea Hillis Employee
=3
21220 Anish Majoo Employee
Select a Name
Select the Edit button

3 = Edit User (@) 4

ADMIN

Please show your palm
UseriD 21577

Name Akshay BY
Badge )
Alt Badge
Password
Fingerprint

Palm DELETE FACE

Verifv Mode

Enrolling : 2/5

Select the Enroll Palm button Show your plam to the camera like shown in screen

CANCEL
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User Manager - Palm ID Enroliment

Edit User

UseriD 21577

Name Akshay BV

Privilege [ =yl I
Badge
Alt Badge

Password Password

ENROLL FACE

Fingerprint

Palm DELETE FACE

Verify Mnde

CANCEL

Select Save button
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D Name

21669 aadil Employee UseriD -
21221 Abby Brennan Employee Privilege -
21577 Akshay BV Employee Badge -
21257 Allison Hunter Employee Alt Badge

21201 Amit Patel Password

21255 Anders Wahls& ingerprint

21296 Andrea Hillis Employee - m
EDIT

21220 Anish Majoo Employee

After adding the palm, the pop up will display as

"Employee information saved successfully”




User Manager - Deleting Palm ID

Follow these steps to remove an enrolled Palm ID from the system. Deleting a Palm ID is a straightforward process and ensures out-

dated or incorrect entries are cleaned up efficiently.

1 () System Admin Menu

E0806

User Manager Tracking Code Device Setup General Settings Device Info
Preferences Ci icati Setup Data Manager Maintenance

3 - Edit User

User ID 21577

Name Akshay BV

Privilege ICEMTNMGTT

Badge 5
Alt Badge
Password = Password )
Fingerprint 1 ENROLL FACE
Palm 1 H DELETE FACE
Verify Made
CANCEL

Select the Delete Palm button
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User Manager

21669
21221

21257
21201
21255
21296
21220

Q] = | o).

Name Privilege

aadil Employee UserID 21577

Abby Brennan Employee Privilege Employee
e Badge 763982

Allison Hunter Employee Alt Badge

Amit Patel Employee Password

Anders Wahlstrom Employee Fingerprint 1

Andrea Hillis Employee

Anish Majoo Employee

Select a Name
Select the Edit button

Are you sure you want to delete the palm data?

Select YES to confirm or NO to cancel




User Manager - Deleting Paim ID

Edit User (@) Edit User

UserID 21577 UserID 21577

Name Akshay BV Name  Akshay BV

Badge SETUP Badge 5
Alt Badge Alt Badge

Password Password  Passwor

ENROLL FACE

Fingerprint 1 Fingerprint 1

Palm 1 DELETE FACE Palm

verify Mode RSV U occtd IR

CANCEL m CANCEL

DELETE FACE

Password m

Verifv Made B

After delete the Palm ID, the pop up will display as Select Save button
"Deleted"

7 User Manager
ID Name Privilege
21669 aadil Employee User ID
21221 Abby Brennan Employee Privilege
21577 Akshay BV Employee Badge
21257 Allison Hunter Employee Alt Badge

21201 Amit Patel Password
Employee information saved successfully!

21255 Anders Wahl ingerprint

21296 Andrea Hillis Employee

21220 Anish Majoo Employee

After deleting the Palm ID, the pop up will display as
"Employee information saved successfully”
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User Manager - Badge Enroliment

Learn how to assign a badge to a user. While badge numbers are typically managed through your host application and synced
automatically, this section offers a manual method for temporary or alternative updates.

1 - System Admin Menu

z080a

User Manager Tracking Code Device Setup General Settings Device Info

BEEEOE

Attend: Setup Data Manager Maintenance

Ideally, all the badge number updates are done in

host application, then the DCS will load it and update Select the User Manager icon
the latest badge number on time clock accordingly.

The option to update it in DCS or Time clock is provided as an

alternative way to help the badge user, however, please keep in mind

that host application data always have the highest priority. As an

example, if you have a host application ID updated with Badge

number 1111, while you already have a badge number registered in

DCS or time clock as 2222, once the Badge number A is loaded

automatically from your host application, your badge number will be

overridden as 1111

Heads Up

v

2 - User Manager €3 3 - Edit User o

‘ m UserID 21296
Anish Majoo Name  Andrea Hillis
ID Name Privilege Privilege [N
21669 aadil Employee UserID 21220 Badge 1
43705 Afeerah Malik Employee Privilege Employee Alt Badge
21257 Allison Hunter Employee Badge 6463818 Password Password
21255 Anders Wahlstrém Employee
it AltBadge Fingerprint 1 | ENRoLLFACE
21296 Andrea Hillis Employee Password
7 Palm - DELETE FACE
a Fingerprint 1
Verify Mod
21263 Annika Nilsson Employee
21249 Arjit Mitra Employee CANCEL
Select a Name Select Scan

Select the Edit button
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User Manager - Badge Enroliment

Please swipe your badge over the sensor Please swipe your badge over the sensor

Name: Anish Majoo ¢ \ | } ‘ Name : Anish Majoo

Card Number : Card Number 6397118

CANCEL j m@i a CANCEL  SA

Badge enrollment screen will display Your badge is scanned and card number is assigned
Itis ready to scan your badge. Swipe to scan your badge Select Save button

6 o Edit User L — Edit User

Employee Badge Numbers UserD 21220

Name  Anish Majoo

U ¥ Employee I
2

Badge1 12012051

Bt Badge 2 Badge m
Alt B Badge 3 Alt Badge |
Pass\ Badge 4 Password
Finger| Badge 5 Fingerprint
Verifu M Verify Made
CANCEL SAVE g CANCEL | SAVE
The badge has been saved As an alternative, you may enter the badge number manually

Select the badge number filed and enter the badge number
Select Save button
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User Manager - Deleting Badge

This section walks you through the process of removing a badge number assigned to a user. It's helpful when reissuing badges or
resolving duplicates.

1 s System Admin Menu 2 - User Manager

’ m Anish Majoo
D Name Privilege
User Manager Tracking Code Device Setup General Settings Device Info 21669 aadil Employee UserlD 21220
= 43705 Afeerah Malik Employee Privilege  Employee
@ \ ' " , 21257 Allison Hunter Employee Badge 6463818
21255 Anders Wahlstrém Employee Alt Badge
Preferences Ci icati ' Setup Data Manager Maintenance 21296 Andrea Hillis Employee Password
a Fingerprint 1
21263 Annika Nilsson Employee
==
21249 Arjit Mitra Employee
Select the User Manager icon Select a Name

Select the Edit button

3 Edit User v 4

Employee Badge Numbers

1 Badge 1 6463818
Privi
Badge2 6397118

B: Are you sure to Delete the Badge?

Alt B Badge 3
Pass\ Badge 4
Finger| Badge 5
F
DONE
Verify M
CANCEL
Select Delete Button Select YES to confirm or NO to cancel
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User Manager - Deleting Badge

Edit User (@] - Edit User (@)

ADMIN ADMIN

Us:

Employee Badge Numbers Employee Badge Numbers

N N
B: Badge 2 m ﬁ B: Badge2 6397118 m
Pass\ Badge 4 m @ Pass\ Badge 4 m
F F
DONE
Verify M, Deleted Verify M,
After deleting the badge, the pop up will display as Select Save button
"‘Deleted”

7 User Manager (@)
ID Name Privilege
124 Williams Enroller User ID
Privilege
Badge

AltBadge 6463818

Password
Employee information saved successfully!
ingerprint
T m

After deleting the badge successfully, the pop up will
display as "Employee information saved successfully”
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User Manager - Change [ Update password

Need to update a user's login credentials? This section shows how to change or reset a password within the Admin UL

1 ) System Admin Menu

00O

User Manager Tracking Code Device Setup General Settings Device Info
Prefi C icati ] Setup Data Manager Maintenance

User ID
Name
Privilege
Badge

Alt Badge
Password
Fingerprint
Palm

Verify Mode

CANCEL

Edit User
21296

Andrea Hillis

¥ Employee

Select Show
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o'l

&,

DELETE FACE

2 = User Manager ()
m Anish Majoo
D Name Privilege
21669 aadil Employee UserID 21220
43705 Afeerah Malik Employee Privilege  Employee
21257 Allison Hunter Employee Badge 6463818
21255 Anders Wahlstrom Employee Alt Badge
21296 Andrea Hillis Employee Password =
2 Fingerprint 1
21263 Annika Nilsson Employee
21249 Arjit Mitra Employee m
Select a Name
Select the Edit button
User iU Z1220
4 Name Anish Majoo
Badge 1
Alt Badge
Password Password -~

Select verify type field, for instance PIN & Fingerprint




User Manager - Change [ Update password

usel Iy Z144u

5 Name Anish Majoo 5
Badge 1 ) Name  Anish Majoo
Password m Badge 1
Alt Badge
1 2 3 4 5 6 7 8 9 0 Password  12#*'§
@ # S % & o i ( ) Fingerprint 1 | ENROLLFACE
Palm
Yo * " 1 ' | 7 ﬂ DELETE FACE
Verfy Mode
ABC , _ / : m
CANCEL
Enter new password and select Enter button Select the Edit button

7 , User Manager
m Anish Majoo
] Name Privilege
21669 aadil Employee UseriD 21220
21759 Abdul Ahmed Employee Privilege  Employee
45013 Abigail Pate Enroller Badge 6463818
43705 Afeerah Malik Employee Alt Badge
21257 Allison Hunter Employe{ Password = ]
21255 Anders Wahlstrom Employee Fingerprint 1

21296 Andrea Hillis Employee “ m

The password has been updated

Ultima Series Admin user Guide | 2025 - V1




User Manager - Changing user privilege

This section outlines how to assign different access levels such as Admin, Enrollee, or Employee. Each level controls what parts of the

system the user can access.

1 G System Admin Menu

E0806

User Manager Tracking Code Device Setup General Settings Device Info
Ci icati Setup Data Manager Maintenance

_QUICKACEESS g NetvorkDhgrostcs ] Displey & righiness

Select the User Manager icon

3 = Edit User

H\‘JMEJ
UserID 21220
Name  Anish Majoo

[MAYIES ¥ Employee g

Badge 1

Alt Badge
Password  12#*'4
Fingerprint 1 ‘ ENROLLFACE

Palm

Select the BWENANCER S dropdown menu

DELETE FACE
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User Manager [?,N‘
m Anish Majoo
D Name Privilege
21669 aadil Employee UserID 21220
43705 Afeerah Malik Employee Privilege  Employee
21257 Allison Hunter Employee Badge 6463818
21255 Anders Wahlstrom Employee Alt Badge
21296 Andrea Hillis Employee Password =

s

= Fingerprint 1

21263 Annika Nilsson Employee
21249 Arjit Mitra Employee

Select a Name
Select the Edit button

Edit User (@)

ADMIN

UserD 21220

Name  Anish Majoo

Privilege Admin  >'2

Badge 1 gypervisor

Alt Badge Employee

Password

Enroller

Fingerprint 1 -m I ENROLL FACE ]
Palm - DELETE FACE

Verifv Mode B

I T S R

Select privilege type field, for instance Admin

Admin: All the "Menu" Access

Enrollee: Accessible to Enrolled-User Manager, Device Info and
Communication Menu's

Employee: Access to "Attendance Function Key" only




User Manager - Changing user privilege

Edit User

User Manager

User D 21220

Name  Anish Majoo

Badge
Alt Badge

Password

ENROLL FACE

Fingerprint
Palm DELETE FACE

Verifv Made

CANCEL

Verify mode has been changed

Select Save button
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21669
43705
21257
21255
2129

21263
21249

Name

aadil

Afeerah Malik
Allison Hunter
Anders Wahlstrom

Andrea Hillis

Annika Nilsson

Arjit Mitra

Privilege
Employee
Employee
Employee
Employee

Employee

Employee

Employee

Changing user privilege is complete

Anish Majoo

UseriD 21220

[ Privilege  Admin

Badge 6463818
Alt Badge
Password

Fingerprint 1

EDIT DELETE



User Manager - Changing user verify mode

Customize how users authenticate themselves on the clock. You'll learn about various combinations such as PIN & Fingerprint, Face &
Badge, or Palm ID to meet your organization's security requirements.
1 C_J System Admin Menu 2 ) User Manager 2)

HOME

ECENDB 2g--
D Name Privilege
User Manager Tracking Code Device Setup General Settings Device Info 21669 aadil Employee UserlD 21220
= 43705 Afeerah Malik Employee Privilege Employee
.' 21257 Allison Hunter Employee Badge 6463818
- 21255 Anders Wahlstrom Employee Alt Badge
! Setup Data Manager Maintenance 21296 Andrea Hillis Employee Password

SR Fingerprint 1
21263 Annika Nilsson Employee . ]
21249 Arjit Mitra Employee L »
Select the User Manager icon Select a Name
Select the Edit button

3 ) Edit User 3 ) Edit User

HOME HOME

UserID 21296 User D 21270
Name  Andrea Hillis Name  Ani o
Badge 1 Badge 1 Dot
Alt Badge Alt Badge Face
Password Password - Palm
Fingerprint 2 Fingerprint 1 | ENROLLRACE
Palm - Palm -  Badge & Password m‘
vy e R vy i (G e
CANCEL Fingerprint & Password E
Select the dropdown menu Select verify type field, for instance PIN & Fingerprint
VERIFY TYPE COMBINATIONS
PIN Badge & Password Face/PIN & Password/Badge/Finger Face / Badge PIN/Finger/Badge
Badge PIN & Fingerprint PIN & Password/Badge/Finger Face & Badge Face /PIN
Fingerprint Fingerprint & Password PIN & Finger/Badge & Finger Face & PIN Face & PIN
Face Badge & Fingerprint Badge & Password & Finger Face & Badge/Face & PIN
Palm PIN/Badge Finger/PIN & Password Face/Badge
PIN & Password PIN & Password/Badge Finger/Badge Face /Finger
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User Manager - Changing user verify mode

Edit User User Manager

User D 21220

Name  Anish Majoo

Name Privilege

Badge 1 21659 Bittu Kumar Employee User ID
Alt Badge 21670 QuickTest Ab Employee Privilege
Password 21657 ujwal m Employee Badge
Fingerprint 1 ENROLL FACE Alt Badge
Palm - DELETE Employee information saved successfully! Password

DELETE FACE
VEGANLLE V  Pin & Password & Finger Fingerprint

Verify mode has been changed After verify mode is added, the pop up will display as

Select Save button "Employee information saved successfully”

7 User Manager

m Anish Majoo
ID Name Privilege
21669 aadil Employee UserID 21220
43705 Afeerah Malik Employee Privilege ~ Admin
21257 Allison Hunter Employee Badge 6463818
21255 Anders Wahlstrém Employee Alt Badge
21296 Andrea Hillis Employee Password

Fingerprint 1
21263 Annika Nilsson Employee
- Bl

21249 Arjit Mitra Employee

Changing user verify mode is complete
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User Manager - Enroll Face ID

This section explains how to register a user's face using the clock’s camera for touchless authentication.

1 Coe System Admin Menu 2 - User Manager (@)

C ID Name Privilege

User Manager Tracking Code Device Setup General Settings Device Info

21669 aadil Employee UserID 21220
By, 43705 Afeerah Malik Employee Privilege Employee
., 21257 Allison Hunter Employee Badge 6463818
21255 Anders Wahlstrém Employee Alt Badge
! Setup Data Manager Maintenance 21296 Andrea Hillis Employee Password =

s

= = Fingerprint 1
21263 Annika Nilsson Employee
=3
21249 Arjit Mitra Employee
Select a Name
Select the Edit button

3 - Edit User (@) 4 Face Enroliment

ADMIN

User D 21296 . L
Please position your face inside black box

Name Andrea Hillis

MAYCEN ¥ Employee

Badge 1

Alt Badge
Password = Password

Fingerprint 2

Palm -
DELETE FAC!
CANCEL EXIT
Select Enroll Face Select Start and put face inside the black box
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User Manager - Enroll Face ID

Edit User (@)

ADMIN

ENROLL FACE

UserID 21220

Name Anish Majoo

Badge
Alt Badge
Password  +
Fingerprint

Palm - DELETE FACE

Verify Made Pin & Pacaward & Finge

Select Save button

Ultima Series Admin user Guide | 2025 - V1




User quqger - Delete Face ID

Follow these steps to remove facial data from a user profile. A confirmation message ensures successful deletion.

1 ) System Admin Menu

E0E806

User Manager Tracking Code Device Setup General Settings Device Info
Preferences C icatit Setup Data Manager Maintenance

3 - Edit User L2

User ID 21220

Name  Anish Majoo

I ¥ Employee

Badge 1

Alt Badge
Password 12#*“$|

Fingerprint 1

Palm -
CANCEL

Select Delete button
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User Manager

m Anish Majoo

D Name Privilege
21669 aadil Employee UserID 21220
43705 Afeerah Malik Employee Privilege  Employee
21257 Allison Hunter Employee Badge 6463818
21255 Anders Wahlstrém Employee Alt Badge
21296 Andrea Hillis Employee Password

i Fingerprint 1

21263 Annika Nilsson Employee
=3
21249 Arjit Mitra Employee
Select a Name
Select the Edit button

Are you sure you want to delete the face data?

Select YES to confirm or NO to cancel




User quqger - Delete Face ID

Edit User : — Edit User

HOME

UserID 21650 UserID 21296

Name  Bittu Kumar Name  Andrea Hillis

Privilege [CEINMIGT

UIERT ¥ Employee

Badge 0 ‘ T Badge 1
Alt Badge Alt Badge
Password ~ Password m Password = Password
Fingerprint - Enaniy | EnRoLLFace Fingerprint 1 ‘ Lol
Palm - DELETE FACE Palm DELETE FACE
Verifv Mode : Verify Made
CANCEL CANCEL
After Face is deleted successfully, the pop up will display as Select Save button
"‘Deleted"

7 ) User Manager

D Name Privilege
21659 Bittu Kumar Employee User ID
21670 QuickTest Ab Employee Privilege
21657 ujwal m Employee Badge
Alt Badge
Fingerprint

After face is deleted, the pop up will display as "Employee
information saved successfully”
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Tracking Code - Position

This section provides a reference for assigning job or labor codes to employees. These codes help track employee roles or tasks and
may vary depending on your organization’s configuration.

1 ) System Admin Menu 2 - Tracking Code (&)

Position
Category Personal Parent
I Type POSITION Label Position

User Manager Tracking Code Device Setup General Settings Device Info

Input  Dropdown Mapped Field customV7

- . T =
Pr Ci A Setup Data Manager Maintenance

CLOSE

Select the Tracking Code icon Job and labor codes assigned to employees

(This is just a reference page)

Note: If applicable to customer
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Device Setup - Badge Setup, Fingerprint Setup, Facial Detection Setup, B

Palm Detection Setup

—v

——v

These screens allow you to configure the hardware modules for biometric and badge recognition. Use this section to adjust thresh-

olds and settings for optimal scanning and security.

1 2 System Admin Menu

@GB@

User Manager Tracking Code Device Setup General Settings Device Info

Setup Data Manager Maintenance

3 = Device Setup

Device Setup

v
- i

Custom card setting
* Wiegand Setup
Start Bit End Bit

* Smart Card Setu|
P Card Reader Test

¢ Barcode Card Setup

Note: The card's full serial number is presented for diagnostics

* Magnetic Card Setup

Fingerprint Setup

Select the Wiegand Setup tab

Device Setup

Badge Setup Start Bit End Bit

. Card Reader Test =SR]
* Wiegand Setup

* Smart Card Setup
Note: The smart card's full serial number is presented for diagnostics

* Barcode Card Setup

* Magnetic Card Setup

Fingerprint Setup

h

Select the Smart Card Setup tab
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Badge Setup Supported standards

Truncate Card Number
¢ Wiegand Setup

Card Reader Test [t h0iillS
* Smart Card Setup

« Barcode Card Setup
Note: The full barcode card number is presented for diagnostics

* Magpnetic Card Setup

Fingerprint Setup

|

Select the Barcode Card Setup tab




Device Setup - Badge Setup, Fingerprint Setup, Facial Detection Setup, B
Palm Detection Setup

Device Setup

HOME

Badge Setup Truncate Card Number

) Card Reader Test
Wiegand Setup

Smart Card Setup
Note: The full magnetic card number is presented for diagnostics

Barcode Card Setup

Magnetic Card Setup,

Fingerprint Setup

Select the Magnetic Card Setup tab

7 Device Setup
| [l
Badge Setup v 1 Enable Facial Detection -~
! L

Fingerprint Setup Enrollment Threshold

Facial Detection Setup Face Recognition Threshold a1%
(1:N) °

Palm Detection Setup Face Recognition Threshold _
(1:1)

Thermal Module Setup Display Face Score -

Bell Schedule

Select the Facial Detection Setup tab
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|

h

(D .
= Device Setup

' o) Enable Fi int
Badge Setup v @.}1 nable geg;r;::\n -

Fingerprint Setup Fingerprint Image Display Mode o

Facial Detection Setup Enrollment Threshold W
Palm Detection Setup Match Threshold(1:N) W

Thermal Module Setup Trial Times for Matching - 0

Select the Fingerprint Setup tab

Bell Schedule

Note: Threshold should not be lowered unless a ZKTeco
WFM representative authorizes to do so.

() s
e Device Setup
Badge Setup v Enable Palm Detection -~
[ ]
Fingerprint Setu
gerp P Enrollment Threshold ﬁ
[
Facial Detection Setup Palm Recognition Threshold a
(1:N)
Palm Detection Setup Palm Recognition Threshold @y
(1:1) .
[
Thermal Module Setup
[ ]

Bell Schedule

|}

Select the Palm Detection Setup tab




Device Setup - Bell Schedule

Learn how to create or edit bell schedules to trigger audible alerts for shift changes, breaks, or other timed events. You'll define sound
type, timing, duration, and repetition using either internal or external speakers.

1 Device Setup Ea 2 = Device Setup (@)
agesewn v | mgesewn v crnabe: |
morning shift  09:30 B" n “ " n a - ' —— S

- EONDaEn
iU

Facial Detection Setup
Cw el t u’ i o
Palm Detection Setup q y p

Thermal Module Setup

Bell Schedule 2123 @
' .
" |

Select the Bell Schedule tab Select the Event Label field and Input a name for the
schedule name. For instance: Morning Shift, Lunch, Break
etc.

Select the existing bell schedule and Edit or select New

Input the time by selecting the hours and then using the
keypad repeat for the minutes and finally select AM/PM
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Device Setup - Bell Schedule

Device Setup

AL/M\N‘.
Badge Setup v EventLabel:  morning shift

Bell Time:  4:36

Fingerprint Setup ' Day: n"n“n"n

Facial Detection Setup Bell Mode :  BUANICEINEE
F Internal Bell External Bell

Palm Detection Setup

Thermal Module Setup Volume: +{ |

Duration(Second) : - n

Bell Schedule

Select the days (this schedule should reoccur)

6 ( Device Setup o]
—— 'F Bell Time:  4:36
! ~ rerD
Fingerprint Setup CRITVINISE ¥ Intemal Bell

: . F Internal Bell External Bell
Facial Detection Setup
a-

Volume: +f |Hom

F Sound File :
Palm Detection Setup

' Duration(Second) : Siren

Repeat Times : a

Thermal Module Setup

Bell Schedule

Select from the drop down what internal sound (Ring-

Horn-Siren)
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Device Setup

Badge Setup v EventLabel:  morning shift
F Bell Time:  4:36
Fingerprint Setup T a"n"n“n
Facial Detection Setup Bell Mode : Internal Bell
Palm Detection Setup
Sound File : Both
Thermal Module Setup Volume: +{ - {

Duration(Second) : -

Select from the drop down if Internal/External bell. Internal
will set off the clock speaker, External will require a Relay
Board and connection to a 12V Bell or Siren

CJ

— Device Setup (@)
adoe il Y | Bell Time:  4:36

Day: ﬂﬂﬂﬂﬂﬂa
Fingerprint Setup !

Bell Mode : Internal Bell
. . | Intemnal Bell ——
Facial Detection Setup

Sound File: ¥ g
G-

Palm Detection Setup ¥

Volume :

Duration(Second) : 2

Thermal Module Setup

=1
Repeat Times : - 1
- -

Select the Volume level - Duration(seconds) and Repeat
Times for the settings of the Internal bell

If External settings are the same except Volume cannot
be control for an external speaker



Device Setup - Access Control Setup, Camera Setup,

Voice Commands Setup

This section helps configure physical access control, schedule-based camera settings, and voice command responses. Use these
tools to enhance security and streamline user interactions with the clock.

1 Device Setup v 2 - Device Setup
; Enable Access Control -~ . | ‘:" Enable Photo Capture -
Palm Detection Setup Palm Detection Setup “
p [ | . 5
Thermal Module Setup @ Relay 1 - Thermal Module Setup ._1_' Display Preview -
T J
h P
Bell Schedule @ Ralag 2 P Bell Schedule proviewTimeout(sec) (@l 10
[ ]
Access Control Setup_ Access Control Setup
F Relay Timeout (sec): - 5 Photo Capture Condition BB Z =T ETIES
Camera Setep
" )
Voice Commands Setup CLOSE m Voice Commands Setup CLOSE m
Select the Access Control Setup tab Select the Camera Setup tab

Select the Event Label field and Input a name for the
schedule name. For instance: Morning Shift, Lunch,

Break etc.

3 - Device Setup

i -
Palm Detection Setup i (},)) Enable Voice Commands

Thermal Module Setup
Bell Schedule
Access Control Setup

Camera Setup

Voice Commands Setup CLOSE m

Select the Voice Commands Setup tab
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General Settings - Display & Brightness, Sound, Date & Time

Adjust visual and audio elements such as screen brightness, timeout settings, and system volume. You can also set the correct time

zone and display format for your organization.

1 CJ System Admin Menu

BN

User Manager Tracking Code Device Setup General Settings Device Info
Preferences C icati Setup Data Manager Maintenance

3 General Setting
| Sound Volume
Display & Brightness
e -7
"
Date & Time
CLOSE

Adjust the volume that the buttons/and responses will ring
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General Setting

Brightness
Display & Brightness
« O *

1

Sound

F Screen Timeout (Seconds) - 146 n

Date & Time

Show Notification Bar -

Adjust the brightness of the screen. Adjust the amount of
time before the screen goes back to the home screen. Show
Notification Bar if you want messages to appear on screen

General Setting

n
Display & Brightness Current Clock Time  01:03 - 09/12/2023

| MLCYAL T V US/Eastern (UTC-05:00)

Sound

Support Daylight Saving YES
DMeEIE Home Screen Time Format UG R |
Home Screen Date Format SUARGEEY (V%Y

Inner Screen Time Format SN 1z R0

Inner Screen Date Format SUARGGE Y Y ERGGY

Eraalle Aiolie Tiues fonee

CLOSE

Date and Time settings. Adjust the clock, Time zone and
format in which it is displayed




Device Info - About Device, System, Communication

View system information including device name, serial number, memory usage, and communication settings (IP addresses, WiFi
status). This is especially useful for IT or technical troubleshooting.
Device Info

1 %MEJ System Admin Menu 2
Device Name ~ SUDARSHAN DEVICE
0S Version 10

B0a0hn ==

User Manager Tracking Code Device Setup General Settings Device Info

~ Communication 0S Build Date 01/31/2023
' 2 Serial Number 8015230940002
U 4 Storage DeviceID  unknown

Device Model Ultima

QP1A.190711.020 mp1k61v164bspP6

0S Build Number release-keys

C icati Setup Data Manager Maintenance

Manufacturer ~ ZKTeco™
APP varcinn 50.1.4

CLOSE

Select About Device to view Device Nome, Device Serial
Number and APP version installed on Time-clocks

C ) i (&) H (&)
3 Device Info i 4 Device Info i
< | CPUModel  MT6762V/CB , | Host Name
About Device About Device
CPU Frequency 2001000 Hz » Ethernet Mac 00:17:61:21:0A:89
[] Used Memory ~ 952.2Mb Ethernet Mask ~ 255.255.254.0
i Communication
Communicaien Free Memory 996.37 Mb Ethernet Gateway 10.10.20.1
| Device Last Boot Time 00:15, 09/12/2023 | WiFi Mac 00:08:22:AC:99:FB
Storage Storage
Device Alive Time 0 Days 0 Hours 49 Minutes WiFi IP 0.0.0.0
Last App Upgrade Time ~ 05:54, 08/28/2023 WiFi Mask  0.0.0.0
WiFi Gateway 0.0.0.0
CLOSE CLOSE

Select System to view CPU Model, CPU Frequency, Memory,

Used Memory, Free Memory
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Select Communication to view Ethernet Mac, IP and WiFi

Settings




Device Info - Storage

Check available and used internal storage on the device. This can help determine when maintenance like data clean-up is needed.

1 - Device Info

! Used Flash Storage ~ 646.03 MB

About Device
Free Flash Storage 8930.28 MB

System Total Flash Storage ~ 9576.31 MB
F UserCount 23

Communication
Fingerprint Count 7

Facial DataCount 5
Storage
Attendancelog 0

CLOSE

Select Storage to view information about internal storage
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Preferences

Customize the user experience with language preferences, screen layout, and voice settings. You can also modify what shortcuts

appear on the admin home screen for quicker access.

1 - System Admin Menu

10
_: nr~

User Manager Tracking Code Device Setup General Settings Device Info
Setup  Data Manager Maintenance

" Revert back to the default language

Look and Feel

Supported language

]
Quick Menu
English [V Dansk [ Espaiiola (v
]
Clock Running Mode TiéngViét (V' Portugués (' RE M
[ Frangais [
Accessibility

Select Internationalization to include language(s)
on home screen by checking

Languages on home represented by language
abbreviations;

[EN]English [DA]|Dansk [ES] Espafiola [V1]Tiéng Viet
[PT]Portugués [zH] 3Xi& [FR]Francais
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ovE. AOMIN
Look and Feel Main Screen Layout o Left-Right ®) Top-Bottom
] Voice Preference O Female ) Male

Interationalization
Visitor Module Layout Position () Full Screen () on Battom Bar

Quick Menu Function Menu Layout Pattern o, Single Row o Two Rows

Clock Running Mode

Accessibility

Select Look and Feel to modify;
1- Home screen scroll direction Horizontal or Vertical
2- Prompt voice female/male

P

Look and Feel Quickmenu 1 Quick menu 2 Quick menu3

Internationalization
]
Clock Running Mode

Accessibility

CLOSE CLEAR m

Select Quick Menu and Select a function from the drop downs

Selected function will be placed on admin home screen

e System Admin Menu

[Er—— e ——
=




Preferences

Set the operational mode of the clock (e.g., Production, Demo, Debug) and enable features for improved accessibility if needed.

6 ()

HOME

ADMIN

Look and Feel

Look and Feel

Internationalization ‘E 1 - @ Internationalization
[

p
Quick Menu Quick Menu

o Production Mode ® Demo Mode ® Debug Mode b
Clock Running Mode Clock Running Mode

)
Accessibility Accessibility

CLOSE

Password

CLOSE

Select the Clock Running Mode to choose Select the Accessibility to choose
1. Production (is used while clock is in Normal Service)
2. Demo (will not send punches to DCS) therefore onto
your host application
3. Debug Mode (is for F/D)
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Communication - Ethernet, WiFi, Web Server, Network Diagnostics

This section guides you through configuring network settings. You can set up static or dynamic IPs, connect to WiFi, input server URLs,

and perform diagnostics to resolve connectivity issues.

1 G System Admin Menu

B0E80AO

User Manager Tracking Code Device Setup General Settings Device Info
Prefi C icatit ] Setup Data Manager Maintenance

3 o Communication
E'hernEt -
) DHCP -~
WiFi

IP Address  10.10.20.194
Web Server & Proxy Subnet Mask  255.255.254.0

[ ] Gateway 10.10.20.1
Network Diagnostics
DNS Server1  10.10.10.100

DNS Server2 8.8.4.4

If you set DHCP = ON, then it will automatically grab IP Address
from the network
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HOME

Fihemet }‘r,;” I
M

WiFi
[
Web Server & Proxy

[
Network Diagnostics

- Communication @ (&)

Select Ethernet to switch it ON

Communication

DHCP

WiFi '
iFi
IP Address
' bi Kk
Web Server & Proxy Subnet Mas|
[ ] Gateway
Network Diagnostics
DNS Server 1
DNS Server 2

CLOSE

—
(L

10.10.20.181
255.255.254.0
10.10.20.1

10.10.10.100

8844

If you set DHCP = OFF, then you need to enter IP Address,
Subnet Mask, Gateway, DNS Server 1 and DNS Server 2




Communication - Ethernet, WiFi, Web Server, Network Diagnostics

- Communication

Communication [%j
| o .
Ethernet il ¢
Choose A Network
n
Web Server & Proxy
[

Network Diagnostics

CLEAR WIFI SETTINGS OTHER NETWORKS >>

Select the WiFi tab and turn WiFi switch ON

7 C) Communication

' Enter Password For:  Venkata Anish's iPhone
Ethernet
Password jhghl  ~'<
_ Show Pessword
1
Web Server & Proxy [ ]
1 2 3 4 5 6 7 - 8 9 0
q W e r t y u I (o] P
a s d f g h i k I
4+ z X @ v b n m a

Enter Password for the selected network and Select “Enter”
button
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HOME

] - -
Ethernet bili

Choose A Network

! NVRAM WARNING: Err = 0x10 ol

Web Server & Proxy
- MANAGEMENT '7. 8 il
Network Diagnostics Bittu-Dev 8 ul
HR 8 ul
ZKT-MGR 8 .l

Select a network under “Choose A Network”

Communication

Ethernet " Enter Password For:  Venkata Anish'’s iPhone
Password
Show Password D
1

Web Server & Proxy
) Enter Details For Enterprise Network

Network Diagnostics
User ID

Password

Show Password D

Select Join button




9 5 Communication (@) 10
Ethemet ' Venkata Anish'siPhone & 1 a
Connected Network
_ Choose A Network
}  NVRAM WARNING: Err = 0x10 all
Web Server & Proxy
OnePlus Nord 8 ul
Network Diagnostics | Jll
MANAGEMENT 8 .l
ZKT-MGR 8 .l
Connected Network will be displayed under WiFi Switch
To view details select double arrow button
n - Communication . 12
| HTTPS Mode -
Ethernet
[ Web Server URL  https:// cirrusdev1.workdayclocks.com/
WiFi e
API Endpoint  iclock/
2 (O Force Verify Hostname
Network Diagnostics APlKey 8015230040002
Heartbeat Interval: 15 Time Sync Interval: 300

-

Use Proxy

CLOSE AUTHENTICATION

Select the Web Server & Proxy
Enter correct URL for Server, also Heartbeat Interval =15
and Time Sync Interval =300

Note: Customer’s Organization will have custom URL
pointing to their individual tenet
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Communication

" WiFi Network  Venkata Anish's iPhone
Ethernet
DHCP -
_ IP Address 1722010‘11
[ |
Web Server & Proxy Gateway 172.20.10.1
[ Network Mask  0.0.0.0

Network Diagnostics
DNS Server 1 172.20.10.1

DNS Server2  0.0.0.0

DNS Server 3

BACK FORGET THIS NETWORK

Network details will be shown

Communication ?
| TR v——
Ethernet JERT gt
WiFi ' L
Network is working fine
|
Web Server & Proxy

Traceroute Test

IP or Host Name 8.8.4.4

Network Diagnostics

CLOSE

Select the Network Diagnostic




Attendance Setup - Function Menu, Attendance Rule

Understand and configure how punches are handled by the system. You'll find options for shift grace periods, lockout rules, and fast
punch settings. Most of these will be preset by ZKTeco WFM but are shown here for reference.

1 %ME] System Admin Menu 2 ) Attendance Setup =
= e 1 D [ T

v . 1 Employee Check In Y

- Attendance Rule 2 Employee Check out Y

User Manager Tracking Code Device Setup General Settings Device Info 2 3 Employee Meal start v

o = Vertication Rules 4 Employee Meal end Y

T Q ‘ ‘ ’ , 5 Employee Break Start Y

- 6 Employee Break End Y

Ci icati Setup Data Manager Maintenance
7 Employee Department Transfer Y
8 Employee Meal Waive Y
Select the Attendance icon Select the Function Menu tab
Note: This should be configured from DCS Tenant
3 Attendance Setup .3 4 Attendance Setup

| Enable Fast Punch - | Enable Global Lockout Override: -

Function Menu

Attendance Rule

Enable Time Labor Code
Enable Fast Punch Photo Capture

Verification Rules Deny Off-line Fast Punch

Function Menu

Attendance Rule

Override Start Date/Time:
Override End Date/Time:
Verification Rules Enable Meal/Break Lockout

Accept Meal/Break locked punches

Fast Punch mode: Non-Scheduled
N State Calculatio Meal lockout with attestation

Fast Punch Default State Meal/Break Lockout Period(minutes) - 30 D

Calculation Rule: General Attestation -

CANCEL CANCEL

Enable Global Lockout Override, Override Start Date/Time
Override End Date/Time, Enable Meal/Break Lockout,
Accept Meal/Break locked punches, Meal lockout with
attestation, Meal/Break Lockout Periodic (Minutes)

Select the Attendance Rule tab

Note: This will be configured prior by a ZKTeco WFM
representative and should only be for reference if a clock
needs to be reconfigured.

Enable Fast Punch, Accept Consecutive Locked Punches,
Enable Shift Lockout, Accept Scheduled Locked Punch, Shift
Start Grace Period (Minutes) Shift End Grace Period (Minutes)
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Attendance Setup - Attendance Rule, Verification Rules

Modify how the device handles punch verification and attestation. This includes visitor verification and 1:1 matching requirements for
added security.

&) &)
1 % Attendance Setup S 2 % Attendance Setup Sl
| General Attestati - | s -
Function Menu enerel Afestation Function Menu EoshieNishorCheckout
Accept Attestation Rejected Punch - Enforce 1:1 Verification Mode -
Show AnEStation only once Per Day . Enable CIOCk Level VeriﬁCa'ion -
[ ; [ ]
Verification Rules Show Photo Preview on Punch-Feedback - Verification Rules Verify Mode PIN & Finger/PIN & Face/Badge & Finger/Badge & Face
Enable Visitor Attestation Module -~
Enable Employee Visitor Log -
Visitor Attestation Profile I
Enable Visitor Photo Capture -
General Attestation, Accept Attestation Rejected Punch, Select the Verification Rules tab
Show Attestation Only Once Per Day, Enable Visitor Enable 111 verification mode and enable clock level
Attestation Module, Visitor Attestation Profile, Enable Visitor verification

Photo Capture
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Data Manager - Attendance Data, Export Data, Clean Data

Access attendance logs, export data to a USB drive, or remove old records from the system. Use this section to manage and main-

tain punch data directly from the device.

1 - System Admin Menu

BOE0O

User Manager Tracking Code Device Setup General Settings Device Info

BEEEOA

Preferences icatit ] Setup Data Manager Maintenance

Select the Data Manager icon

3 Data Manager

Select the item to export BUAEE
Attendance Data s =
Select the item format to export LAY

=) @

h

Clean Data
STEP STEP

n

User Enrollment
iz ronvsruns o [l s oor -

CLOSE

Select the Export Data tab
Attendance logs to a USB drive
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Data Manager (&)

ADMIN

From:* | 1 To:*
Attendance Data
3 Employee No.:  Er Status:

Certe | e e v | s s
[ |

Export Data

Clean Data

User Enroliment

Total : 0 Records

Select the Attendance Data tab
Look up Attendance logs directly on the clock

®)

ADMIN

Data Manager

Attendance Data

[ |
Export Data

STER STER

1
Clean Data
Select the item to delete s
) S
CLICK HERE TO
User Enrollment

CLOSE

Select the Clean Data tab
Select the item to be deleted
Select “start to delete” button




Data Manager - User Enroliment

Enables offline user enroliment for environments without network connectivity. This feature should only be used when authorized by
ZKTeco WFM.

1 Data Manager

[ |
Attendance Data @ Support offline Enroliment @~ '~.

Export Data

Clean Data

User Enroliment

Select the User Enrollment tab
Turns offline enrollment ON
Note: Not recommended unless ZKTeco WFM representative advises
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Maintenance - Upgrade from USB, Upgrade from Server, Clock Back Up 2

Perform firmware updates via USB or server, back up settings, or restore/reset the clock.

1 %ME] System Admin Menu 2 Maintenance
- Current Version: 50.1.4
Upgrade from USB
@ G ﬂ @ | 7
Upgrade From Server
User Manager Tracking Code Device Setup General Settings Device Info !
= Clock Backup
o Click here to select application from USB flash drive »»>
8 ) 2
u , Clock Recovery
f (o] ] Setup Data Manager Maintenance !
7 % s
"
Auto Clean-Up
2 CLOSE
Select the Maintenance icon Select the Upgrade from USB tab
( i €3 ( ;
3 % Malntenance ADMIN 4 Malntenance

| Current Version: 50.1.4 '
7 '
Upgrade From Server 1 U Upgrade From Server

| ¥y Click here to check File Size »>>
Clock Backup W Clock Backup 2 LL
k3 Download the app software package»>
@ L n
Clock Recovery

l H S§P @ ﬂuklunbm»’
Clock Reset
"

Clock Recovery

Auto Clean-Up ' Auto Clean-Up
CLOSE 2 CLOSE
]
Select the Upgrade from Server tab Select the Clock Back Up tab
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Maintenance - Clock Recovery, Clock Reset, Auto Clean-up,
Manual Clean-up

Maintenance L] Maintenance

[
Upgrade from USB Upgrade from USB
1 .
Upgrade From Server Upgrade From Server | ] @

| r

Clock Backup Clock Backup

7 @ .
Clock Recovery Clock Recovery e ety Keep Notwork and
|
Clock Reset Clock Reset

| |
Auto Clean-Up Auto Clean-Up

CLOSE CLOSE
| |

Select the Clock Recovery tab Select the Clock Rest tab

3 - Maintenance e o Maintenance s

Enable auto clean-up - | Select table to clean-up: BUSRETE ]
Upgrade From Server

] Tables to be cleaned:  att_log Clean data older than:
Upgrade From Server - P
Clean data older than: SUSSElRVEES Clock Backup

Clock Backup

Upgrade from USB

Clock Recovery

Clock Recovery
Clock Reset

Clock Reset ) : :
Auto Clean-Up . ., —_

Select the Auto Clean-up tab Select the Manual Clean-up tab

Enable auto clean up and from dropdown menu and choose Select a table to clean from dropdown menu and choose
preferred data block preferred data block

Select Save Select Clean-Up

Note: All Upgrades will be sent by ZKTeco WFM representative
and should never be done without ZKTeco WFM suggestion/
supervision

Ultima Series Admin user Guide | 2025 - V1




Find methods for contacting ZKTeco WFM support and view guidance on initial setup. Be sure to use the ticketing system for technical
help and consult this section before making major configuration changes.

2 - Support Desk

1 HONIE System Admin Menu AD%

Support Contact

|
Troubleshooting
it £ L _) <>
L 4 I
a Initial Configurations

Provision Diagnostic Support Call Support Email

CLOSE

Select the Support Contact tab
These are methods on how to contact ZKTeco WFM. Please

use the ticketing system first

Support Desk

Navigation Bar S t Contact I
upport Lontact SR TEL) B ALLOW SYSTEM PERMISSIONS

[ p
Support Contact
Status Bar - [

Troubleshootin Troubleshootin
P e ) )
Server URL & Logo SELECT FILE FROM USB

H "
Initial Configurations Keypad Layout 0 System Keypad ZKKeypad Initial Configurations
Navigation & Status Bar IISABLE "mm.m" &STATUS

CLOSE CLOSE

Select the Initial Configurations tab
Note: All changes will be sent by a ZKTeco WFM representative
and should never be done without ZKTeco WFM suggestion/

supervision.

Select the Troubleshooting tab
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Provision - Confirmation Prompt

Use this only when directed. Provisioning manually pulls settings from the DCS platform to the time clock, though this usually occurs
automatically.

1 o System Admin Menu 2
Confirmation!
Are you sure you want to provision the terminal from CirrusDCS? All
(- btle settings on the clock will be replaced with the configuration from
v CirrusDCS for this Clock.
a Provision Diagnostic
Ca—
Select the Provision icon Provision Confirmation prompt

Pulls all settings fromm DCS manually. No need to do this as
settings are pushed from DCS frequently
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Diagnostic - Test Barcode, Test Control Relay, Test Display & Touch

Run diagnostic checks on barcode scanners, biometric sensors, cameras, speakers, and connectivity modules. These tools are
intended for troubleshooting and support purposes in collaboration with ZKTeco WFM.

. . i 1 (&)
1 FoME System Admin Menu = 2 Diagnostic oWy
] Please swipe the card.
Test Control Relay
Lv_) )
Test Display & Touch

Provision Diagnostic 2
Test Biometric Sensor

1
Test Keypad
[
Clock Health
]
Select the Diagnostic icon Select the Test Barcode tab
) . . ( ) ) . . [_
3 - Diagnostic &) 4 ) Diagnostic (@)
h B
Test Barcode Test Control Relay Test Barcode RGBT A T

|
Test Control Relay .- OPEN RELAY 1 OPEN RELAY 2 Test Control Relay TEST DISPLAY
"
Test Display & Touch Test Display & Touch .
| o

|
Test Biometric Sensor Test Biometric Sensor
[ |
Test Keypad Test Keypad
h h
Clock Health Clock Health
] ]
Select the Test Control Relay tab Select the Test Display & Touch tab
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Diagnostic - Test Biometric Sensor,
Test MagStripe

Diagnostic

i Test Biometric Sensor
Test Barcode
[ Please Press Your Finger
Test Control Relay
|
Test Display & Touch
Test Biometric Sensor
)
Test Keypad
|
Clock Health Biometric Scan Quality:78%
[

Select the Test Biometric Sensor icon

3 -

HOME

Diagnostic

Test Barcode

[ ] . y
Test Control Relay Database Status Good
[ ] Network Status Connected
Test Display & Touch
]
Test Biometric Sensor
[ ]
Test Keypad
Clock Health
[}

Select the Clock Health tab

Ultima Series Admin user Guide | 2025 - V1

Test Keypad, Test Clock Health,

Diagnostic (@)

HOME

ADMIN

Test Barcode

Test Control Relay | Please press a Button
|\ I G GER GED =N
Test Display & Touch ;H; ;H;]H[;‘ s ;l o
] 4H5”6‘HF1HF2H4 OKH-‘
Test Biometric Sensor R S .
7Hs 9HF3HF4\ v‘
1t
4 ClearH 0 EmetH Fs H FGHHomT ’End‘
Clock Health B S —
]

Select the Test Keypad tab

4 HOME Diagnostic
h Test MagStripe
Test Keypad
Swipe your card
[
Clock Health
|
Test Voice
[
Test Wiegand
|
Test LED

Select the Test MagStripe tab




Diagnostic - Test Voice, Test Wiegand, Test LED, Test Proximity

Diagnostic

2 Test Voice
Test Keypad

|
Clock Health

) PLAY SOUND FILE
Test MagStripe

|
Test Wiegand

|

Test LED

Select the Test Voice tab

3 [H% Diagnostic

Test Voice

Test Wiegand

TestLED  .!.

Test Proximity

Test Camera

Test Ethernet

Select the Test LED tab

Ultima Series Admin User Guide | 2025 - V1

Diagnostic

2 Test Wiegand

Test Keypad
Swipe your card

[ ]
Clock Health

| ]
Test MagStripe

[}
Test Voice

[
Test LED

Select the Test Wiegand tab

Diagnostic

| -
Test Voice Test Proximity
H Swipe your card
Test Wiegand
"
Test LED
Test Proximity
"
Test Camera
n
Test Ethernet
h

Select the Test Proximity tab



Diagnostic - Test Camera, Test Ethernet, Test Wifi, Test Face

. o |—‘_ . .
Diagnostic e HCM] Diagnostic
Test Voice Test Voice Ethemet 1R
2 2 IP Address
Test Wiegand Test Wiegand Subnet Mask
| ] Gateway
Test LED Test LED
a h DNS Server
Test Proximity Test Proximity DNS Server 2
"
Test Camera - Test Camera
[
Y & i 1
Select the Test Camera tab Select the Test Ethernet tab

3 - Diagnostic (@) 4 Diagnostic

HOME

B [
Test LED Wifi Status Disconnected Test LED

[ [ ]
Test Proximity Wifi SSID <Not Connected to any access point> Test Proximity

| 1

" Wifi Link Speed - Test C
Test Camera est Camera

H [ ]
Test Ethemnet Test Ethernet

Test Wifi - Test Wifi
[ ] Infrared Preview Visible Preview
Test Face Test Face -

Select the Test WiFi tab Select the Test Face tab

Note: These are all tools to be used in conjunction with
ZKTeco WFM support.
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FCC Compliance Statements

This device complies with Part 15 of the FCC Rules. Operation is subject RF Exposure Compliance

to the following two conditions: (1) this device may not cause harmful This equipment complies with FCC radiation exposure limits set
interference, and (2) this device must accept any interference forth for an uncontrolled environment. End user must follow the
received, including interference that may cause undesired operation. specific operating instructions for satisfying RF exposure compli-
Caution: Changes or modifications not expressly approved by the ance. This transmitter must not be colocated or operating in con-
party responsible for compliance could void the user's authority to junction with any other antenna or transmitter.

operate the equipment.

Declaration for EU Compliance

5150-5350MHz is restricted in indoor used within European Union
countries (AT/BE/BG/Cz/DK/EE/FR/ DE/ SE/IE/IT/EL/ESCY/LV/HR/LT/
LU/HU/MT/NL/FI/PT/RO/SI/SK/UK)

Note: This equipment has been tested and found to comply with the
limits for a Class B digital device, pursuant to Part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against
harmful interference in a residential installation. This equipment

generates, uses and can radiate radio frequency energy and, if not Frequency Bands Maximum Output Power
installed and, used in accordance with the instructions, may cause e
harmful interference to radio communications. However, there is no 125KHz -2.75dBUA/m@10m
guarantee that interference will not occur in a particular installation. 13.56M Hz ~13.85dBUA/m@10m
If this equipment does cause harmful interference to radio or televi- 2.4GHz BLE EIRP -3.11dBm
sion reception, which can be determined by turning the equipment off 2 AGHz WiFi EIRP 7.99dBm
and on, the user is encouraged to try to correct the interference by
5GHz WiFi EIRP 1.13dBm

one or more of the follow ing measures:

» Reorient or relocate the receiving antenna 5.8GHz WiFi EIRP 2.43dBm

« Increase the separation between the equipment and receiver

« Connect the equipment into an outlet on a circuit different from
that to which the receiver is connected

« Consult the dealer or an experienced radio/TV technician for help
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Resources

ZKTiz; - ;i ZKTezg ultima§l ZKTzzg

Fingerprint Enrollment & [T{\\ The Re—imqg_iner Wo_rkf(ljrce Worried About Privacy with
: ; ! ermina : ;

Matching Information. . . Biometric Technology?

With ZKTeco WFM, you can relax.
Enrollment Threshold

Proven Technology

Matching Threshold

Fingerprinting for the Workplace

Best Practices

for on the wall before enrolling the users.

Fingerprint Enroliment Datasheets Privacy Concerns
Matching Information

© Copyright 2025. ZKTeco WFM is a registered trademark of ZKTeco or a related company. All other product and company names

mentioned are used for identification purposes only and may be the trademarks of their respective owners. All specifications are
subject to change without notice. All rights reserved.
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